Occupational health nursesare increasingly using computersystems in the deliveryof efficient, high-quality occupational health services. However, potential breaches in data security are posing more risks to these data systems. The purpose of this article is to address concerns related to data security in occupational health nursing. Occupational health nurses must protect the personal health information of employees by proactively developing methodsto ensure data security.
clinical references (Thompson, 2005) . Other groups of nurses, including those in home health care and hospitals, who may not have enough time to search for information from the Internet may use personal data assistants (PDAs) to download current information while caring for clients (Lewis & Sommers, 2003) . Hand-held computer technology has also been applied with success in nursing research (Hardwick et al.; Thompson) . Voice recordings of qualitative interviews can be transcribed by sophisticated computer-assisted software (Alcock & Iphofen, 2007) .
Many nursing organizations, including the American Association of Occupational Health Nurses, Inc., and nurse researchers are benefiting from the use of web-based surveys for data collection. Data can be secured from web-based response to questionnaires in 2 or 3 days, in contrast to telephone surveys that may require 2 to 3 weeks to obtain all data and mailed surveys that often require 4 to 6 weeks (Mrayyan, 2004) .
The American Nurses Association (ANA) Council on Computers in Nursing designated nursing informatics as a specialty in 1992. The field of information technology has progressed rapidly, and the ANA has defined nursing informatics as ... a specialty that integrates nursing science, computer science, and information science to manage and communicate data, information, and knowledge in nursing practice. Nursing informatics facilitates the integration of data, information, and knowledge to support clients, nurses, and other providers in their decision-making in all roles and settings. This support is accomplished through the use of information structures, information processes, and information technology. (ANA, 2001, p. 17) In addition to the expectation that information access be efficient, another important requirement of information systems is the protection or security of data. Because computer information systems can be accessed and connected worldwide, they become vulnerable to outside intruders. The terms "data security" and "data protection" are used interchangeably and this area has become increasingly important as a subspecialty of nursing informatics. Experience has shown that non-member intruders break into systems to damage data, infect data with viruses, falsify data, and steal personal information. Illegal intrusion can damage occupational health databases and violate the security of employees' and nurses' personal information. In addition, laptop and desktop computers can be stolen from worksites, homes, automobiles, and other settings. The risk of possible identity theft is high in these cases because personal information, including Social Security numbers and health information residing on these computers, may be accessed. Just as occupational health nurses need to be cognizant of keeping hard copy files of employee health information locked up rather than lying on a desk, attention must be paid to data security of computer files. Occupational health nurses must be aware of database security and demonstrate a positive attitude toward methods to ensure protection of data (Granberry, 2007; Saranto & Leino-Kilpi, 1997) .
DATA SECURITY
Data security, or methods to control the access and application of databases, is necessary for protecting data from alteration, damage, or use by those who are not authorized users (van der Haak et aI., 2003) . Although occupational health nurses benefit from the use of technology to gather newly updated knowledge and employee information, they must be careful to protect employees' rights and security. Occupational health nurses must know nursing informatics standards and how to protect client-sensitive information in their networks. In essence, occupational health nurses must know how to avoid the risk of exposure while using the tools of nursing informatics (Trafton, 1999) .
Three key concepts concerning data security in the health care environment include privacy, confidentiality, and consent (Kelly & McKenzie, 2002 ). An understanding of these concepts is needed to develop methods to protect data systems in the occupational health setting.
Privacy
Privacy is the right of an individual to decide what information is shared with others. To ensure privacy, access to the web may require that subscribers provide their 418 name, e-mail address, and registration number. Unfortunately, such personal data can be exported to other parties for commercial advertisements. In addition, it is possible to track how long an individual is privately searching online. Although many sites describe privacy policies to warn subscribers before registration, most individuals do not read the information carefully. Anonymity should be guaranteed so that one cannot be tracked while browsing. Another way to ensure privacy is to provide a method for subscribers to view their own profiles. Subscribers should be able to access their personal profiles to check security and edit for accuracy.
Of critical importance is the need for the system to protect e-mail messages or other data from being intercepted or read by individuals other than intended recipients. For example, retailers who sell products on the web use protection systems to prevent credit card numbers from being intercepted. Privacy regulations have been imposed by the Health Insurance Portability and Accountability Act (HIPAA) to be used in the health care and banking industries. These regulations protect the privacy of those receiving health care and banking services (Haugh, 2004; Lutes, 2000) .
Confidentiality
Confidentiality is the secure status and degree of protection agreed upon between the individual or organization furnishing the data and the organization receiving it. In other words, confidentiality is the principle of keeping secure and secret the information given by or about an individual in the course of a professional relationship (Kelly & McKenzie, 2002) . The question of security for employees' personal data is raised when employees can be identified from health information contained in reports. For example, individual health data may be identifiable in a department with a small number of employees, even though no identifiers are used. In addition, because many occupational health nurses and case managers work from home, caution must be exercised in the transfer of identifiable data (McLean & Anderson, 2004) .
To ensure protection of confidentiality in the current computer network environment, occupational health nurses must also be cautious about data access. An appropriate security arrangement for data storage and transmission of personal information should be established with passwords and encryption. Professional consultation on data security should be sought when developing systems, reviewing current systems, or during problem situations. In addition, computer equipment must be in a secure area with limited access to minimize the opportunity for theft. Identifiable client data should not be stored on a laptop or desktop that could be easily removed from the premises. E-mail is popular and convenient for personal business. However, it is risky to send e-mails to clients because outsiders can intercept, forward, and falsify these e-mails without detection. E-mail communication of personal health information is best replaced by face-to-face or telephone communication (Austin, 2006; Granberry, 2007) .
Consent
Consent in relation to data security is the means by which employees authorize occupational health nurses to process their health-related information. A qualitative survey of 28 individuals representing health care consumer advocates, professionals, senior citizens, and immigrants in several communities in Canada demonstrated poor knowledge about personal information security and distrust of security systems. Participants did not trust how their information would be used and protected (Tracy, Dantas, & Upshur, 2004) . Employees must receive clear explanations about the risks to their privacy and the means in place to protect the information from unauthorized disclosure. Informed consent must be obtained from employees before transmission of identifiable information.
NATIONAL INSTITUTES OF HEALTH AND DATA SECURITY
The National Institutes of Health (NIH) has emphasized the need for data security to protect sensitive information in computer networks. The NIH Automated Information System Security Program (AISSP) is a useful guide for minimum security protection of all automated information systems and facilities housing those systems (Collmann, Sostrom, & Wright, 2004; NIH, AISSP, 2002) . NIH safety guidelines include protecting confidentiality (protection from unauthorized disclosure), integrity (protection from unauthorized modification), and availability (information must be available on a timely basis).
According to the NIH, sensitive information includes client records, personnel records, grant applications and pre-contract award information, ongoing confidential research, performance review information, and information regarding funding and budgets. The NIH also categorizes data sensitivity on three security levels: level I or low sensitivity information; level 2 or moderate sensitivity information; and level 3 or high sensitivity information. Occupational health nurses may be able to set priorities for addressing local data security issues by applying these designations to their data.
DATA SECURITY PROTECTION
Risks to data security can be internal, external, and random. The risks range from errors at the keyboard to risks arising from the internal system of the computer, complicated networks, end-users, and hackers who break into the system, resulting in data damage or virus infection, falsification, and data loss. Protection of data includes protecting local data, the risks of connecting, protecting data in transit, and receiving data (Kelly & McKenzie, 2002) .
Protecting Local Data
Regular backup of data should be routinely performed at the end of the day. This procedure is a protective practice against unexpected data damage that can be caused by natural disasters such as fire, flood, and lightning or by theft, untrained users, and third-party software.
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When computers are not being used, they should be logged off from the network. Computers that automatically log off when work is not performed for a defined period of time offer the best protection.
Risks of Connecting
The Internet is an open system because the computer operator "opens the fence or the border" of electronic data to connect to other systems. The benefits of the Internet include accessing data from other computers in the network. However, if only inadequate protection is available, other individuals can also access and compromise personal data systems and sensitive data including personal health care data or bank account data. An intranet is a closed system designed to confine communication to workgroup members. The intranet is suitable for small organizations when security policies are emphasized and enforced (Kelly & McKenzie, 2002) .
A strong infrastructure must be maintained for the network so that service is stable, without interruption by electrical outages, and data are adequately available to clients. Zero downtime is an ideal property of a strong infrastructure (Donovan, 2004) .
Two protective mechanisms, virtual private networks (VPNs) and firewalls, have been designed to minimize the security risks of connecting. VPNs use special protocols and encryption to blend public and private networks. VPNs allow users at insecure places to access secure network resources. A study evaluating hospitalized clients with sleep disorders offers an example of a successful VPN application. Insecure sleep signals from devices attached to the clients were sent through wireless Internet to the secure diagnostic center for early detection and intervention of sleep apnea (Farney et aI., 2006) .
Another protective mechanism, the firewall, works to control the flow of traffic between computers of different trust levels, protecting them from attacks and intrusion from hackers. Hardware such as broadband routers and operating system software commonly include built-in firewalls. Microsoft Windows is also equipped with firewalls that can be set closed or open through its network properties. Firewalls should be closed as possible and only needed ports should be open.
Protecting Data in Transit
Two useful techniques for protecting data in transit are message encryption and browser encryption. Message encryption is the more popular technique for protecting data in transit. It is sometimes called asymmetric public-key infrastructure (PKI) cryptography. The recipient has two different keys (e.g., a public key and a private or secret key known only to that recipient). When a secure message is sent to the recipient, the sender first encrypts the message by using the recipient's public key and then sends. The recipient uses the private key to decrypt the message. The system is secure and simple to use.
Browser encryption, another technique for protecting data in transit, is the assurance of identity or authentication on the web by using a cryptography strategy. This technique may also be used to protect employee health data in electronic health record systems.
To use encryption, the Internet browser must be capable of supporting encryption and decryption. For the best protection, browsers must be updated to 128-bit encryption.
Receiving Data
Digital or electronic signatures can also protect received data. It is expected that every health care provider and health system will change to electronic patient records in the future. Electronic signatures use the technique of cryptography algorithms to encode, and are then decoded to verify the original secret signature. Electronic signatures will be useful for data security, and to improve referral care and overall quality of client care. Clients in emergency departments will also benefit from real-time tracking, notification, and web-based enrollment systems that will contribute to prompt, high-quality care (Quinn & Durski, 2004) . As a result of legislation, electronic signatures are accepted in many countries and are increasingly being accepted in the United States (van der Haak et aI.,
2(03).
Viruses have been experienced by large numbers of users. A virus is a small segment of code hidden in files with appealing names. When these files are run, the virus segment escapes and infects the host's files. Infected files cause malfunction of computers or loss of data. Antiviral programs or devices have been developed and used extensively to detect these foreign program codes and protect computers from them, but virus producers can re-invent them, making them invisible again. The best security practice is to avoid opening e-mails and their attached files from unknown sources or with unusual subject lines. In addition, shared address books are sometimes dangerous because staff may use them for other purposes and recipients become vulnerable to virus infection.
Besides viruses, many types of malware, or malicious software, have been developed to invade and damage computer systems. Among these, computer viruses and computer worms are the most well-known. Unlike viruses that spread to other software after running infected files, a worm can spread itself actively over the network to other computers without being transferred as part of a host.
Other types of malware (i.e., spyware and adware) often enter into systems with free downloads. Spyware secretly records the host's web surfing habits, user names, passwords, and even credit card numbers and transmits this information to third parties. Adware programs annoy and interrupt the host with popup windows.
CONCLUSION
Computer-assisted technologies will become increasingly important to occupational health nurses. AAOHN Journal 2008; 56(10), 417-421. 1 Occupational health nurses have traditionally been responsible for recording health data and maintaining confidentiality of records. Now, occupational health nurses are also responsible for managing employee health electronic data systems. That responsibility requires that occupational health nurses secure the health data in these systems.
2
Data security protection requires occupational health nurses to address issues related to privacy, confidentiality, and consent in the use of electronic health information for employees.
3
Encryption, passwords, securing data on servers, virus protection, and closing procedures are recommended practices to protect employee health data from breaches in security and loss.
ployee health care will be improved by adopting electronic health records, efficient nursing informatics systems, and high-technological equipment. Occupational health nurses will also benefit from electronic improvements in data systems, as well as advanced tools for data collection and analysis. However, as informatics systems increase, so does the potential for data security breaches. Occupational health nurses play an important role as first-line defenders of data security in employee health care.
The security associated with nursing informatics is at risk worldwide because of the likelihood of intrusion by those who should not have access to the data. High-technological applications and hardware can also pose continued security risks to data. At all times, users must protect their data from criminal acts of hacking. They should be encouraged to log off each time they finish working with nursing information systems. Often, the most common security problems are the result of staff failing to manage data appropriately and protect it from simple, frequent risks. Simple precautions are frequently sufficient for end-users. Finally, occupational health nurses should consider it an essential duty, in this technological age, to take appropriate precautions to secure data collected on their employees.
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